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Aging and Disability Resource Centers and the Health Insurance 
Portability and Accountability Act of 1996 (HIPAA) 
September 2004 
 
Introduction and Background to  
the Law  

The Health Insurance Portability and 
Accountability Act of 1996 (HIPAA), 
Public Law 104�191, was enacted on 
August 21, 1996. It requires the U.S. 
Department of Health and Human 
Services (DHHS) to adopt national 
uniform standards for electronic 
transmission of health information; 
develop standard, unique identifiers for 
every health provider, employer, health 
plan, and patient; and adopt standards to 
assure the security and privacy of 
individually identifiable health 
information. 

Prior to HIPAA, medical records and 
billing forms varied considerably 
depending on the provider or health plan. 
For example, providers often had a 
different provider number for each health 
plan accepted. Each payer also may have 
had a different claim form. And codes for 
health care services and procedures were 
not necessarily the same for each payer. 
This lack of standardization resulted in a 
significant error rate and delayed 
payments.  

At the time HIPAA was enacted, there 
were also concerns over the privacy and 

security of medical and health 
information. In the health care system, 
many entities have access to patient 
information�not only health care payers 
and providers, but possibly other 
organizations using or processing 
consumer health information, such as 
health care clearinghouses and other 
�business associates� (e.g., a third party 
administrator who assists a health plan 
with claims processing, a CPA firm, an 
attorney, a pharmacy benefits manager) 
who have access to medical records.   

In HIPAA, Congress sought to protect the 
privacy of confidential health information 

Congress perceived the rapid proliferation 
of electronic patient record systems, 
electronic communications, and Internet 
technology in the health sector could 
erode the security and privacy of sensitive 
health information. The American public 
also wanted more control over who had 
access to their personal health information 
and for what purpose. And health care 
providers did not have adequate policy 
guidance as to whether or how much 
information should be provided and to 
whom.  

The Health Insurance Portability and 
Accountability Act set forth specific 
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provisions to address these concerns. 
Sections 261 through 264 of HIPAA 
require the Secretary of DHHS to publicize 
standards for the electronic exchange, 
privacy and security of health 
information�collectively known as the 
Administrative Simplification provisions. 
These provisions: 

1. Set standards to protect the privacy of 
personal health information.  

2. Standardize the coding for health care 
services and procedures.   

3. Designate standard forms to be used in 
payment systems.   

4. Establish security standards for the 
maintenance and transmission of 
protected health information.  

HIPAA required DHHS to adopt national 
standards, commonly called The Security 
Rule, for certain electronic health care 
transactions, code sets, identifiers and the 
security of health information. When 
Congress did not meet the three-year 
deadline to enact comprehensive privacy 
legislation to protect medical records and 
other personal health information, HIPAA 
required DHHS to issue health privacy 
regulations, known as The Privacy Rule. 
The Administrative Simplification provisions 
also included standard forms and 
standard codes to be used in all health 
care transactions. 

A major goal of the privacy and security 
standards is to promote higher quality 
care by assuring consumers that their 
health information will be protected from 
inappropriate uses and disclosures, while 
at the same time assuring the flow of 

health information among health care 
organizations. In addition, uniform 
national transaction and code set 
standards save billions of dollars each year 
for health care businesses by lowering the 
costs of developing and maintaining 
software and reducing the time and 
expense needed to handle health care 
transactions.  

Relevance to Aging and Disability 
Resource Centers (ADRC)  

Confidentiality has been a requirement in 
health and social service programs for 
many years. Older Americans Act 
programs have had confidentiality 
regulations dating back to the beginning 
of Title III services. With broader adoption 
of information technology (IT), protocols 
to protect privacy/ confidentiality have 
changed to accommodate the new and 
evolving IT infrastructure. 

In light of HIPAA, Aging and Disability 
Resource Centers face an important 
challenge. Since an ADRC is designed to 
be a one-stop shop for consumers for long-
term care information, assistance and 
access to services, it may be a “covered 
entity” or a “business associate” under 
HIPAA. HIPAA status is determined by 
the specific functions performed by the 
ADRC, how it is organized, how it is 
staffed, and its access to or collection of 
protected health information.  

If an ADRC is a covered entity, it is 
required to develop policies, procedures 
and safeguards to protect personally 
identifiable health data. These safeguards 
may include administrative and technical 



National Aging Information & Referral Support Center 
  

3

procedures and/or physical changes to the 
ADRC office space. A covered ADRC�s 
failure to comply can result in civil 
monetary and criminal penalties. 
 
 
Key Features of HIPAA: Privacy and 
Security 
 
The Privacy Rule  

The privacy rule is to assure that 
individuals� health information is properly 
protected while allowing the flow of 
health information needed to provide and 
promote high quality health care and to 
protect the publicʹs health and well being. 
The rule seeks to strike a balance that 
permits important uses of information, 
while protecting the privacy of people 
who seek care. Given that the health care 
marketplace is diverse, the privacy rule is 
designed to be flexible and comprehensive 
to cover the variety of uses and 
disclosures that need to be addressed. 

The privacy rule regulates how certain 
entities, called covered entities, use and 
disclose certain individually identifiable 
health information, called protected health 
information (PHI). PHI is individually 
identifiable health information that is 
transmitted or maintained in any form�
electronic, paper, or oral.  

Individually identifiable health 
information includes: 

! Individual�s past, present or future 
physical or mental health or condition,  

! Provision of health care to the 
individual, and/or  

! Payment for the provision of health 
care to the individual. 

If the information identifies or provides a 
reasonable basis to believe it can be used 
to identify an individual, it is considered 
individually identifiable health 
information. Individually identifiable 
health information includes many 
common identifiers: Name, address, birth 
date, Social Security Number, as well as 
demographic data. 

The privacy rule excludes from protected 
health information employment records 
that a covered entity maintains in its 
capacity as an employer and educational 
institutions and certain other records 
subject to, or defined in, the Family 
Educational Rights and Privacy Act, 20 
U.S.C. §1232g. 

Federal health care programs, such as 
Medicaid, may have more stringent 
confidentiality and privacy requirements 
than HIPPA. HIPAA does not override 
these requirements.   
 
HIPAA exceptions to the privacy rule: In 
general, State laws that are contrary to the 
privacy rule are preempted by the federal 
requirements, which mean that the federal 
requirements will apply. �Contrary” 
means that it would be impossible for a 
covered entity to comply with both the 
State and federal requirements, or that the 
provision of State law is an obstacle to 
accomplishing the full purposes and 
objectives of the Administrative 
Simplification provisions of HIPAA.  
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health plans to the extent expressly 
authorized by statute or regulation, 

! Is necessary for State reporting on 
health care delivery or costs, 

! Is necessary for purposes of serving a 
compelling public health, safety, or 
welfare need, and, if a Privacy Rule 
provision is at issue, if the Secretary 
determines that the intrusion into 
privacy is warranted when balanced 
HIPAA Designations: Definitions 

Covered entity — Every health care plan, 
provider or clearinghouse that 
electronically transmits health information 
in connection with certain transactions. 

Business associate — A person or 
organization, other than a member of a 
covered entity’s workforce, who performs 
certain functions or activities on behalf of, 
or provides certain services to, a covered 
entity that involve the use or disclosure of 
individually identified health information. 
National Aging Information & Referral Support Center 
 

he privacy rule provides exceptions to 
he general rule of federal preemption for 
ontrary State laws that: 

 Relate to the privacy of individually 
identifiable health information and 
provide greater privacy protections or 
privacy rights with respect to such 
information,  

 Provide for the reporting of disease or 
injury, child abuse, birth, or death, or 
for public health surveillance, 
investigation, or intervention, or   

 Require certain health plan reporting, 
such as for management or financial 
audits. 

 In addition, preemption of a contrary 
State law will not occur if HHS 
determines, in response to a request 
from a State or other entity or person, 
that the State law: 

 Is necessary to prevent fraud and 
abuse related to the provision of or 
payment for health care, 

 Is necessary to ensure appropriate 
State regulation of insurance and 

against the need to be served; or 

! Has as its principal purpose the 
regulation of the manufacture, 
registration, distribution, dispensing, 
or other control of any controlled 
substances (as defined in 21 U.S.C. 
802), or that is deemed a controlled 
substance by State law. 

The Security Rule 

The purpose of the security rule is to 
protect covered health information when 
it is transmitted by electronic media. 
Electronic media include: 

! Electronic storage media such as 
computer hard drives, magnetic tape 
or disk, optical disk or digital memory 
card.  

! Transmission media to transfer data 
already in electronic storage media 
through Internet, extranet using 
Internet technology, leased lines, dial-
up lines, private networks and the 
physical movement of transportable 
electronic storage media. 

Certain transmissions, including paper, 
fax, and voice via the telephone, are not 
considered to be transmissions via 
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electronic media because the information 
being transmitted did not exist in 
electronic media before the transmission. 
 
 
Key Issues for Aging and Disability 
Resource Centers 
  
Is an Aging and Disability Resource Center 
a HIPAA-covered entity? 

Depending upon the roles and services 
performed by the ADRC, the ADRC may 
be a covered entity or a business associate of 
a covered entity. Covered entities include 
1) health plans, 2) health care providers, and 
3) health care clearinghouses.  

Health plans. Health plans, either 
individual or group, which provide or pay 
the cost of medical care, are covered 
entities. Health plans include:  

! Health, dental, vision, and prescription 
drug insurers  

! Health maintenance organizations 
(HMOs)  

! Medicare, Medicaid, Medicare+Choice, 
and Medicare supplement insurers  

! Long-term care insurers (excluding 
nursing home fixed-indemnity 
policies) 

! Employer-sponsored group health 
plans  

! Government and church-sponsored 
health plans  

! Multiemployer health plans.   

Health care providers. Health care 
providers include all �providers of 
services� (e.g., institutional providers such 
as hospitals) and �providers of medical or 

health services� (e.g., non-institutional 
providers such as physicians, dentists and 
other practitioners) as defined by 
Medicare, and any other person or 
organization that furnishes, bills, or is paid 
for health care. 

Health care clearinghouses. Health care 
clearinghouses are entities that process 
nonstandard information they receive 
from another entity into a standard format 
or data content, or vice versa. In most 
instances, clearinghouses will receive 
individually identifiable health 
information only when they are providing 
these processing services to a health plan 
or health care provider as a business 
associate. In such instances, only certain 
provisions of the privacy rule are 
applicable to the clearinghouse�s uses and 
disclosures of protected health 
information. Health care clearinghouses 
include billing services, re-pricing 
companies, community health 
management information systems, and 
value-added networks if these entities 
perform clearinghouse functions. 
 
Business associates. A business associate is 
a person or organization, other than a 
member of a covered entityʹs workforce, 
that performs certain functions or 
activities on behalf of, or provides certain 
services to, a covered entity that involve 
the use or disclosure of individually 
identifiable health information. Business 
associate functions or activities on behalf 
of a covered entity include claims 
processing, billing, accounting services, 



National Aging Information & Referral Support Center 
  
6

legal services, data analysis, and 
utilization review.   
 
Standard transactions. Every health care 
provider, regardless of size, that 
electronically transmits health information 
in connection with certain transactions is a 
covered entity. These standard 
transactions are:  

! Health care claims or equivalent 
encounter information  

! Eligibility for health plan inquiries 

! Referral certification and authorization 

! Health care claim status 

! Enrollment and disenrollment in a 
health plan 

! Health care payment and remittance 
advice 

! Health plan premium payments 

! Coordination of benefits 

For each standard transaction, there is a 
standard form, available in either 
electronic or paper versions, which must 
be used for that transaction. In addition, 
there are standard provider identifiers and 
procedure codes that must be used. 

Using electronic technology, such as 
email, does not mean a health care 
provider is a covered entity; the 
transmission must be in connection with a 
standard transaction. The privacy rule 
covers a health care provider whether it 
electronically transmits these transactions 
directly or uses a billing service or other 
third party to do so on its behalf.   

Since an ADRC can be organized and 
staffed in a variety of ways, it is not 
possible to say all ADRCs are or are not 
covered entities under HIPAA. The 
following questions should be asked about 
the ADRC as a beginning point to 
determine if the center is covered by 
HIPAA in some way. 

 

1. How is the ADRC structured? 

a. Is it a location (physical or virtual), or is it 
a legal entity?  (How the ADRC is 
organized can affect its legal status and 
relationship with the Medicaid agency, 
as well as availability of existing policies 
and procedures that may govern it.) 

b. Are the staff officially employees of the 
same agency or is the staff from more 
than one agency co-located at the 
ADRC? 

c. Is the employer of the ADRC staff a 
health plan, health care provider, 
health care clearinghouse, or a business 
associate? 

d. Does all ADRC staff work in all 
programs? Do they process and have 
access to all data, or are duties 
specialized by program or by function? 

e. Does some or all staff have access to 
protected health information?  

.  .  .  .  . 

NOTE: The answers to the above questions 
set the context for answering the questions 
that follow and determining the scope of 
actions that may need to be taken. 
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If the ADRC Is determined to be a health 
plan or a health care provider, what must 
it do? 

The ADRC must have policies and 
procedures for both the privacy and the 
security rules. Items that must be covered 
in the policies and procedures are outlined 
below.  Before beginning to write the 
policies and procedures, the ADRC staff 
should: 

1. Contact the State Medicaid Agency or 
other health plan to determine 
whether it has policies and procedures 
that the ADRC must follow.  

2. Determine whether the partner 
agencies in the ADRC have policies 
and procedures that cover the ADRC 
or can be easily modified. 

 
NOTE: Depending upon the results of such 
review, the ADRC staff may not need to 
develop policies and procedures for the ADRC, 
or what it needs to do may be limited in scope. 
 
Privacy Policies and Procedures 

A covered entity must develop and 
implement written privacy policies and 
procedures that are consistent with the 
privacy rule. 

Privacy personnel. A covered entity must 
designate a privacy official responsible for 
developing and implementing its privacy 
policies and procedures, and a contact 
person or contact office responsible for 
receiving complaints and providing 
individuals with information on the 
covered entity�s privacy practices. 

2. Is the ADRC a health plan, health care 
provider or a health care clearinghouse? 

    If yes, the ADRC is a covered entity. 

3. Does the ADRC provide services to/for 
private or public health plans, including long
term care insurance plans? 

a. If no, the ADRC most likely is not a 
covered entity.  

b. If yes, does the contract/agreement 
between the ADRC and the private or 
public health plan contain a HIPAA 
clause? 

i. If yes, the ADRC may be covered 
by HIPAA.  

ii. If no, the ADRC most likely is not a 
covered entity.  

c.    If yes, what services are provided? 

i. Serve as a Medicaid waiver  
administrative lead agency? 

ii. If yes, the ADRC may be a health 
plan  and therefore covered. 

iii. Conduct health and functional 
assessments for eligibility 
determination or assessment for 
specific health services? 

iv. Develop care plans? 

v. Provide case management, service 
coordination services? 

vi. Provide disease management 
services? 

vii. Certify provider agencies? 

viii. Conduct utilization reviews? 

 
DETERMINING HIPPA STATUS  
 
If the answer is yes to one or more of 
2(c) ii-v, the ADRC may be a health  
care provider and, therefore, covered. 

If the answer is yes to 2(c) vi or 2(c) vii,  
the ADRC may be a business associate.  
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Workforce training and management.  
Workforce members include employees, 
volunteers, trainees, and may also include 
other persons whose conduct is under the 
direct control of the entity (whether or not 
they are paid by the entity). A covered 
entity must train all workforce members 
on its privacy policies and procedures, as 
necessary and appropriate for them to 
carry out their functions. A covered entity 
must have and apply appropriate 
sanctions against workforce members who 
violate its privacy policies and procedures 
or the privacy rule. 

Mitigation.  A covered entity must 
mitigate, to the extent practicable, any 
harmful effect it learns was caused by use 
or disclosure of protected health 
information by its workforce or its 
business associates in violation of its 
privacy policies and procedures or the 
Privacy Rule. 

Data safeguards.  A covered entity must 
maintain reasonable and appropriate 
administrative, technical, and physical 
safeguards to prevent intentional or 
unintentional use or disclosure of 

protected health information in violation 
of the privacy rule and to limit its 
incidental use and disclosure pursuant to 
otherwise permitted or required use or 
disclosure. For example, such safeguards 
might include shredding documents 
containing protected health information 
before discarding them, securing medical 
records with lock and key or a pass code, 
and limiting access to keys or pass codes.   

Complaints.  A covered entity must have 
procedures for individuals to complain 
about its compliance with its privacy 
policies and procedures and the privacy 
rule. The covered entity must explain 
those procedures in its privacy practices 
notice. Among other things, the covered 
entity must identify to whom individuals 
can submit complaints to at the covered 
entity and advise that complaints also can 
be submitted to the Secretary of HHS.  

Retaliation and waiver. A covered entity 
may not retaliate against a person for 
exercising rights provided by the privacy 
rule, for assisting in an investigation by 
HHS or another appropriate authority, or 
for opposing an act or practice that the 
person believes in good faith violates the 
privacy rule. A covered entity may not 
require an individual to waive any right 
under the privacy rule as a condition for 
obtaining treatment, payment, and 
enrollment or benefits eligibility. 

Documentation and record retention. A 
covered entity must maintain, until six 
years after the later of the date of their creation 
or last effective date, its privacy policies and 
procedures, its privacy practices notices, 

At a Glance: Privacy Policies and 
Procedures  

! Privacy personnel 

! Workforce training & management  

! Mitigation of harmful effects 

! Data safeguards 

! Complaint procedures 

! No retaliation or requirement of 
waiver 

! Documentation and record retention
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disposition of complaints, and other 
actions, activities, and designations that 
the privacy rule requires to be 
documented. 
 
Security Measures 

Covered entities must do the following to 
comply with the security rule: 

! Ensure the confidentiality, integrity, 
and availability of all electronic 
protected health information the 
covered entity creates, receives, 
maintains or transmits. 

! Protect against any reasonably 
anticipated threats or hazards to the 
security or integrity of such 
information. 

! Protect against any reasonably 
anticipated uses or disclosures that are 
not permitted or required. 

! Ensure compliance by its workforce. 

     Covered entities may use any of the 
security measures that allow the entity to 
reasonably and appropriately implement 
the standards and implementation 
specifications. In deciding which security 
measures to use, a covered entity must 
take into account the following factors: 

! The size, complexity, and capabilities of 
the covered entity. 

! The covered entity�s technical 
infrastructure, hardware, and software 
security capabilities. 

! The costs of security measures. 
! The probability and criticality of 

potential risks to electronic protected 
health information. 

 

What is required if an ADRC is determined 
to be a Business Associate? 

A business associate is not a covered entity 
under HIPAA. However, the covered 
entity must obtain satisfactory assurances 
that the business associate will use the 
information only for the purposes for 
which it was engaged by the covered 
entity, will safeguard the information from 
misuse, and will help the covered entity 
comply with the covered entity�s duties 
under the privacy rule.  

The covered entity will execute a written 
agreement with the business associate. This 
written agreement will specify what the 
business associate must do. The agreement 
may require the business associate to 
develop its own privacy and security 
policies and procedures in conformity 
with those of the covered entity. 
 
What happens if the ADRC is a covered 
entity and fails to comply with HIPAA? 

Consistent with the principles for 
achieving compliance provided in the rule, 
HHS will seek the cooperation of covered 
entities and may provide technical 
assistance to help them comply 
voluntarily with the rule.  

The rule provides processes for persons to 
file complaints with HHS, describes the 
responsibilities of covered entities to 
provide records and compliance reports 
and to cooperate with, and permit access 
to information for investigations and 
compliance reviews.  
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The penalties for non-compliance are: 

Civil money penalties. HHS may impose 
civil money penalties on a covered entity 
of $100 per failure to comply with a 
Privacy Rule requirement.  That penalty 
may not exceed $25,000 per year for 
multiple violations of the identical Privacy 
Rule requirement in a calendar year. HHS 
may not impose a civil money penalty 
under specific circumstances, such as 
when a violation is due to reasonable 
cause and did not involve willful neglect 
and the covered entity corrected the 
violation within 30 days of when it knew 
or should have known of the violation. 

Criminal penalties. A person who 
knowingly obtains or discloses 
individually identifiable health 

information in violation of HIPAA faces a 
fine of $50,000 and up to one-year 
imprisonment. The criminal penalties 
increase to $100,000 and up to five years 
imprisonment if the wrongful conduct 
involves false pretenses, and to $250,000 
and up to ten years imprisonment if the 
wrongful conduct involves the intent to 
sell, transfer, or use individually 
identifiable health information for 
commercial advantage, personal gain, or 
malicious harm. Criminal sanctions will be 
enforced by the U.S. Department of 
Justice. 
 
 
 

 
 
ADRC and HIPAA Compliance 
— Examples and Scenarios 

Each of the following hypothetical ADRC 
descriptions is different. Some are likely to 
be covered entities under HIPAA while 
others may not be. Even if covered by 
HIPAA, the requirements and the actions 
needed to comply may not be the same for 
each of these situations.   

Using the descriptions, questions, and 
requirements detailed earlier under Key 
Issues, review each example or scenario 
below, determine what kind of entity it is, 
and assess whether or not it is likely 
covered by HIPAA. Then, if needed, 
develop a plan to meet compliance. 
Afterwards, review the given response 
and possible solutions.  

SCENARIO 1: 

ADRC 1 is located in a shopping mall. 
Staff members are employed by the same 
agency. The ADRC maintains extensive 
information on services available, 
eligibility requirements, application 
procedures and forms, and providers. 
Members of the staff help consumers 
assess their needs, explain the potential 
service options and identify streams for 
which the consumer may be eligible, 
provide copies of application forms, and 
provide information on the completion of 
the forms and the required 
documentation.  
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A Real World Example 

The Aging and Disability Resource Center 
located in Billings, Montana is similar to 
this scenario in many respects. Located in 
a shopping mall, staff assists consumers 
and caregivers alike with information, 
benefits counseling and other assistance.  
Montana plans to complement this 
program with Web-based screening and 
eligibility determination.   
In the case that the employer of the ADRC 
is not a covered entity, the following 
applies:  
 
Scenario Analysis  

ADRC 1 does not provide or pay the cost of 
medical care and unless it provides services 
to/for a health plan, it is most likely not a 
Health Plan. It does not furnish, bill or get 
paid for health care, so it is not a Health Care 
Provider. It could potentially provide services 
to or on behalf of a covered entity but from this 
description it does not services that involve the 
use or disclosure of individually identifiable 
health information and is therefore not a 
Business Associate as described under HIPAA.  
It does not process nonstandard information 
received from another entity and therefore is 
not a Healthcare Clearinghouse.  

ADRC 1 is most likely not a covered entity. If 
the employer of the ADRC staff is a health 
plan, health care provider, healthcare 
clearinghouse or business associate, the 
employer and ADRC 1 will need to determine 
if there is any potential for ADRC 1 staff to 
come in contact with individually identifiable 
health information and take appropriate steps 
to assure compliance.  

SCENARIO 2:   

ADRC 2 does all the activities as ADRC 1, 
plus the ADRC staff conducts the 
Medicaid pre-admission evaluation, 
obtains a physician signature` as required, 
and submits the pre-admission evaluation 
to the state Medicaid agency for 
approval/denial. ADRC staff also provide 
OAA, private-pay, private long-term care 
insurance and State/Medicaid Waiver 
HCBS case management/care 
coordination. The ADRC 2 staff work in all 
programs, as well as process and have 
access to all data.  

A Real World Example  

New Jerseyʹs ADRC model fits this 
scenario in many ways, with staff 
involved in all program aspects, including 
case management.  

Scenario Analysis  

It is evident from the ADRC 2 description that 
all staff work for the same agency and work 
across all programs. Also, ADRC 2 staff 
members provide services to/for private and 
public health plans, including long term care 
insurance plan(s) and most likely would be 
considered a healthcare provider. ADRC 2 
conducts health and functional assessments for 
eligibility determination; it develops care 
plans; and provides case management and 
service coordination services.  

As a healthcare provider, ADRC 2 must have a 
full set of HIPAA-compliant policies and 
procedures for both the privacy and the 
security rules and must ensure that the 
administrative procedures, physical space 
within which they are located, and technology 
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utilized safeguards all data related to protected 
health information.  

At this point the ADRC should contact the 
State Medicaid Agency and the private long-
term care insurance carrier(s) to determine if 
they have policies and procedures ADRC 2 
must follow; if the policies and procedures 
cover ADRC 2; and/or if they can be easily 
modified so that work and time required for the 
development of policies and procedures is 
limited in scope. In the absence of already 
established policies and procedures, ADRC 2 
would need to develop their own.  

SCENARIO 3:  

ADRC 3 has co-located staff from the 
County Department of Aging, the 
Medicaid agency, and the County 
Department of Social Services. The Aging 
staff provides extensive information on 
services available, eligibility requirements 
and application procedures. If the 
consumer decides to apply for Medicaid, 
the Medicaid and Social Service agencies� 
staff conducts the eligibility process. 

A Real World Example  

Rhode Island is developing an ADRC 
program similar to that outlined in this 
scenario. With one centrally located center 
serving the state, co-location of staff is a 
key component to ensuring streamlined 
access to long-term care. One of New 
Jersey�s pilot ADRCs is using co-location 
of staff to assist in implementing one-stop 
access to long-term care.  

Scenario Analysis  

ADRC’s staff is not part of the same agency; 
they are co-located and do not work across all 
programs. The County Department of Aging 
does not provide services for, or on behalf of, 
the Medicaid agency or the County 
Department of Social Service; it does not in 
this case appear to meet the criteria for being a 
covered entity.  

On the other hand, the Medicaid agency and 
the County Department of Social Services meet 
the criteria for being covered entities. As such, 
they will have policies and procedures in place. 
Through administrative, physical, and 
technological means, they must ensure that 
their privacy and security policies and 
procedures are implemented in the ADRC to 
prevent access to PHI by the County 
Department of Aging staff. The County 
Department of Aging cannot have access to the 
Medicaid agency or County Department of 
Social Services data except through standard 
policy and procedures under the privacy and 
security rules. 

 Because of the close proximity of these co-
located entities, a working agreement and cross 
training on HIPAA compliance measures 
would help to promote appropriate 
coordination and communication.  

SCENARIO 4: 

ADRC 4 is a virtual ADRC accessible 
through the Internet. The ADRC maintains 
extensive information about community 
services and supports. The consumer can 
download or complete online application 
forms.  
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A Real World Example  

Though their model includes a physical 
ADRC location, a primary focus of the 
Minnesota project is to establish �no 
wrong door� entry to long-term support 
services through a variety of web-based 
tools including a searchable resource 
database and on-line applications.   

Scenario Analysis  

ADRC 4 staff is not discussed in this 
description. What we know from the previous 
examples is that providing extensive 
information about community services and 
supports is not related to individually 
identifiable health information and, therefore, 

does not fall under either the privacy or 
security rules.  

It appears that the consumer can apply online 
for Medicaid, resulting in the transmission of 
individually identifiable health information. In 
this case, the portion of the Web site receiving 
and storing this information falls under the 
privacy and security rules. It would need to be 
determined if the site and its staff are part of 
the State Medicaid Agency or if they are 
separate and either have a business associate 
relationship or are a healthcare provider. In 
either case, the Web site and staff would need 
to have appropriate policies and procedures in 
place and could contact the State Medicaid 
Agency to facilitate the process. 

 
Examples of HIPAA-Compliant 
Documents 
This section provides links to actual 
examples of HIPAA notices, policies and 
procedures, business associate 
agreements, forms and checklists.  

You will notice there is a great similarity 
among the examples. One of these may be 
modified to meet your needs. Also, there 
are templates available that you can 
download, which you can adapt as needed 
for the development of these documents. 
(See for example, North Carolina DHHS 
HIPAA Tools and Templates http://dirm. 
state.nc.us/hipaa/hipaa2002/toolsandtemplates
/toolsandtemplates.html).  

 
State government notice: 
! Alabama HIPAA Notice http://www.rsa. 
state.al.us/PEEHIP/HIPAA.htm 

! Alabama Notice of Privacy Practices 
http://www.rsa.state.al.us/PEEHIP/PEEHIP%2
0Privacy%20Notice.pdf 
! State of Tennessee Employee Health Plan 
http://www.state.tn.us/finance/ins/hipaa.html 
! Tennessee HIPAA Brochure 
http://www.state.tn.us/finance/ins/hipaa.p
df 

State Unit on Aging notice: 
! Delaware Division of Services to Aging and 
Adults with Physical Disabilities  
http://www.state.de.us/dhss/dsaapd/hipaa.html 
! Tennessee Commission on Aging and 
Disability http://www.state.tn. 
us/comaging/hipaa.html 

Area Agency on Aging notice: 
! Palm Beach Treasure Coast Area Agency 
on Aging Notice, Policies & Procedures 
http://www.areaagency.org/ 

! Generations Indiana Area Agency on 
Aging Notice of Privacy Practices for 

http://dirm. state.nc.us/hipaa/hipaa2002/toolsandtemplates/toolsandtemplates.html
http://dirm. state.nc.us/hipaa/hipaa2002/toolsandtemplates/toolsandtemplates.html
http://dirm. state.nc.us/hipaa/hipaa2002/toolsandtemplates/toolsandtemplates.html
http://www.rsa.state.al.us/PEEHIP/HIPAA.htm
http://www.rsa.state.al.us/PEEHIP/HIPAA.htm
http://www.rsa.state.al.us/PEEHIP/PEEHIP Privacy Notice.pdf
http://www.rsa.state.al.us/PEEHIP/PEEHIP Privacy Notice.pdf
http://www.state.tn.us/finance/ins/hipaa.html
http://www.state.tn.us/finance/ins/hipaa.pdf
http://www.state.tn.us/finance/ins/hipaa.pdf
http://www.state.de.us/dhss/dsaapd/hipaa.html
http://www.state.tn.us/comaging/hipaa.html
http://www.state.tn.us/comaging/hipaa.html
http://www.areaagency.org/
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Considerations for those ADRCs that 
must meet HIPAA requirements 

! Privacy officer 

! HIPAA training 

! Privacy safeguards   

! Network security 

! Record/document retention 

Protected Health Information  
http://216.37.53.162/_generations/ hippa.htm  

Local agency notice: 
! Boulder County Colorado Health Notice of 
Privacy Practice,  14 August 2003 
http://www.co.boulder.co.us/health/notice%5F
privacy%5Fact/nopp.pdf 
 

Business associate agreement: 

! DHHS Office of Civil Rights 
http://www.hhs.gov/ocr/hipaa/contractprov.ht
ml  
! State of Tennessee Business Associate 
Templates http://www.state.tn.us/ 
finance/rds/ocr/doc/hipaa-baa.doc  
! Tennessee sample HIPAA language in 
other contracts http://www.state.tn.us/ 
finance/rds/ocr/doc/HIPAA.doc 

Forms and checklists:  

! Alabama Usage & Disclosures 
Authorization Form http://www.rsa.state.al. 
us/PEEHIP/Usage%20and%20Disclosure%20
Authorization%20Form.pdf 
! Alabama Checklist for HIPAA Privacy 
http://www.medicaid.state.al.us/HIPAA/Chec
klist%20for%20HIPAA%20Privacy.pdf   

 
HIPAA Implications for ADRC Privacy 
and Information Security 

If it is determined that an ADRC is a 
covered entity, then it must assess its 
facility, policies, procedures, staff 
training, data collection, data storage, 
data retrieval processes, and computer 
systems against the HIPAA requirements.  

For those areas the ADRC is not in 
compliance, it must develop and 
implement a plan to come into 
compliance. Some items may entail little 
or no cost, while others may incur 

significant expense. Consider the 
following:   

Privacy officer: The agency must designate 
a �privacy officer.� The privacy official at 
a small agency may be the office manager, 
who will have other non-privacy related 
duties; the privacy official at a large 
agency may be a full-time position, and 
may have the regular support and advice 
of a privacy staff or board. The methods 
used by the privacy officer to respond to 
complaints must be developed and the 
resources needed to respond within the 
required timelines determined. For most 
ADRCs, this will not be a significant cost.    

HIPAA training: The ADRC must train its 
workforce members on its privacy policies 
and procedures and explain agency 
sanctions against workforce members who 
violate its privacy policies and procedures 
or the privacy rule.  

The training requirement may be satisfied 
by providing each new member of the 
workforce with a copy of its privacy 
policies and documenting that new 
members have reviewed the policies or by 
providing live instruction, video 
presentations, or interactive software 
programs.  The uses of live instruction, 

http://216.37.53.162/_generations/ hippa.htm
http://www.co.boulder.co.us/health/notice%5Fprivacy%5Fact/nopp.pdf
http://www.co.boulder.co.us/health/notice%5Fprivacy%5Fact/nopp.pdf
http://www.hhs.gov/ocr/hipaa/contractprov.html
http://www.hhs.gov/ocr/hipaa/contractprov.html
http://www.state.tn.us/finance/rds/ocr/doc/hipaa-baa.doc
http://www.state.tn.us/finance/rds/ocr/doc/hipaa-baa.doc
http://www.state.tn.us/ finance/rds/ocr/doc/HIPAA.doc
http://www.state.tn.us/ finance/rds/ocr/doc/HIPAA.doc
http://www.rsa.state.al. us/PEEHIP/Usage and Disclosure Authorization Form.pdf
http://www.rsa.state.al. us/PEEHIP/Usage and Disclosure Authorization Form.pdf
http://www.rsa.state.al. us/PEEHIP/Usage and Disclosure Authorization Form.pdf
http://www.medicaid.state.al.us/HIPAA/Checklist for HIPAA Privacy.pdf
http://www.medicaid.state.al.us/HIPAA/Checklist for HIPAA Privacy.pdf


National Aging Information & Referral Support Center 
  

15

video presentations, or interactive 
software programs result in a better 
understanding of the policies and 
procedures by members of the agency 
workforce.  

Privacy safeguards: The ADRC must 
safeguard PHI to prevent intentional or 
unintentional use or disclosure. 
Safeguarding may take the form of 
shredding documents before disposal, 
maintaining PHI records in secured 
equipment and locations. Building 
modifications may be required.  

For example, if the ADRC is located in a 
building with suspended ceilings, a 
barrier may need to be constructed from 
the top of the wall to the bottom of the 
next floor so that someone cannot crawl 
over the wall through the ceiling. A 
portion of the office may need to be 
protected with secure doors requiring a 
key, or mechanical or electronic locks 
requiring a pass code to open. 

Network security for HIPAA: Computer 
systems must be secure. This may be done 
by limiting physical access to the 
computer terminal and server, firewall 
protections, and password protections.  

An alternative used by some 
organizations is contracting with a 
business operating a HIPAA-compliant 
�server farm.� The data is maintained on 
a remote server. The server is accessed 
through a secure connection. Some of the 
options involve a one-time expense; 
others will be an ongoing expense. The 

level of cost will vary according to the 
size of the ADRC and the options chosen. 
Some are under $1,000. Others cost 
considerably more.  

Record/document retention: Another cost 
to be considered is record and 
documentation retention. HIPAA requires 
records and documentation to be 
maintained for six years. Does the ADRC 
have the physical space for the estimated 
number of filing cabinets needed to store 
paper documents for six years? Will the 
ADRC have to contract with a secure 
record storage facility? Does the ADRC 
have the capacity to convert the 
documents to other media for storage? 

.  .  .  .  . 

While many of the requirements sound 
daunting, policies and procedures are the 
bulk of the documentation an ADRC must 
have in place. The agency may already 
have policies and procedures meeting 
some of these requirements.  

 

 

The Bottom Line: 
Make sure that HIPAA policies and relevant 
procedures are in place. 

1. Train staff on the HIPAA policies and 
procedures. 

2. Follow the HIPAA policies and 
procedures. 

3. Document that agency staff is following 
the HIPAA policies and procedures. 
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For More Information 
Government Sources 

! DHHS / Office of Civil Rights (OCR): 
http://www/dhhs.gov/ocr/hipaa/ (the Office of 
Civil Rights has the responsibility for the 
implementation of HIPAA. OCR is the 
U.S. government �one stop shop� for 
HIPAA information and guidance.) 

! DHHS / OCR HIPPA Privacy / Incidental 
Uses and Resources: 
http://www.hhs.gov/ocr/hipaa/guidelines/incid
entalud.rtf (Many customary health care 
communications and practices play an 
important or even essential role in 
ensuring that individuals receive prompt 
and effective health care.  Due to the 
nature of these communications and 
practices, as well as the various 
environments in which individuals receive 
health care or other services from covered 
entities, the potential exists for an 
individual�s health information to be 
disclosed incidentally. This document 
describes methods to protect 
confidentiality in these situations.) 

! DHHS / Privacy of Health 
Information/HIPAA/Business Associates: 
Frequently Asked Questions: 
http://answers.hhs.gov/cgi-
bin/hhs.cfg/php/enduser/std_alp.php?p_sid=UFo 3G 
Eg&p_lva=&p_li=&p_page=1&p_cat_lvl1=7&p_ 
cat_lvl2=17&p_search_text=&p_new_search=1 

! Centers for Medicare and Medicaid 
Services / HIPAA Simplification: 
http://www.cms.hhs.gov /hipaa/hipaa2/  (site 
contains the CMS materials, including 
frequently asked questions, related to 
HIPAA. This information supplements 
that on the OCR site.) 

! Office of the Assistant Secretary for 
Planning and Evaluation / HIPAA 
Compliance Administrative Simplification 
Resources: 
http://aspe.os.dhhs.gov/admnsimp/index.shtml 
(excellent site for links to information on 
national provider identifiers, transaction 
and code sets, procedural enforcement, 
guidance on privacy and research, guidance 
on privacy and public health, security 
standards, transactions and code set 
standards.) 

Non-Government Sources 

! American Medical Association: 
http://www.ama-
assn.org/ama/pub/category/4234.html  

! American Academy of Family Practice 
Physicians: http://www.aafp.org/hipaa.xml 

! HIPAA.Org: http://www.hipaa.com/ (site 
with many links to CMS and OCR 
materials, as well as materials produced by 
the various health care associations and 
vendors.) 

! HIPAA Comply: 
http://www.hipaacomply.com/ (published by 
Beacon Partners, links to federal and non-
federal information related to HIPAA 
compliance.) 

 

 

 

 

 

 

http://www/dhhs.gov/ocr/hipaa/
http://www.hhs.gov/ocr/hipaa/guidelines/incidentalud.rtf
http://www.hhs.gov/ocr/hipaa/guidelines/incidentalud.rtf
http://answers.hhs.gov/cgi-bin/hhs.cfg/php/enduser/std_alp.php?p_sid=UFo 3G Eg&p_lva=&p_li=&p_page=1&p_cat_lvl1=7&p_ cat_lvl2=17&p_search_text=&p_new_search=1
http://answers.hhs.gov/cgi-bin/hhs.cfg/php/enduser/std_alp.php?p_sid=UFo 3G Eg&p_lva=&p_li=&p_page=1&p_cat_lvl1=7&p_ cat_lvl2=17&p_search_text=&p_new_search=1
http://answers.hhs.gov/cgi-bin/hhs.cfg/php/enduser/std_alp.php?p_sid=UFo 3G Eg&p_lva=&p_li=&p_page=1&p_cat_lvl1=7&p_ cat_lvl2=17&p_search_text=&p_new_search=1
http://answers.hhs.gov/cgi-bin/hhs.cfg/php/enduser/std_alp.php?p_sid=UFo 3G Eg&p_lva=&p_li=&p_page=1&p_cat_lvl1=7&p_ cat_lvl2=17&p_search_text=&p_new_search=1
http://www.cms.hhs.gov /hipaa/hipaa2/
http://aspe.os.dhhs.gov/admnsimp/index.shtml
http://www.ama-assn.org/ama/pub/category/4234.html
http://www.ama-assn.org/ama/pub/category/4234.html
http://www.aafp.org/hipaa.xml
http://www.hipaa.com/
http://www.hipaacomply.com/
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